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Wspauwe ocyriecTBieHo Ipu GHHAHCOBOH MONAEPIKKE
Poccuiickozo ¢ponda ¢yrndamenmanvruix ucciedobaruti 1o npoexty Ne 20-17-00005, He OIIKUT IPOfIaXKe

Peuenzentnr:
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Ierpenxo C. A.

Kub6epycroitausocts Unayctpuu 4.0: Hayanas monorpadus / [Terperko C. A. — CII6: «Manarensckmit Jom «Adunar,
2020.— 256 ¢.

ISBN 978-5-6045272-0-7

Ku6epycroiransocts (anrit. — Cyber Resilience) SBiisieTcst BAXHEHAIIMM CBONCTBOM JII0601 KHOEPCHCTEMD, 0COOEHHO
B YCJIOBHSIX TIEPEXOJIa Ha IIIECTOM TEXHOIOTUIECKHE YKIIJL M CONY TCTBYIOIMe TexHonorun Hudycmpuu 4.0: Artificial In-
telligence (Al), Cloud and foggy computing, 5G+, IoT/IloT, Big Data u ETL, Q-computing, Blockchain, VR/AR v mp. Moxuo
Jla’ke CYUTATh €T0 IepPBUYHBIM, TaK Kak 6e3 Hero YIOMSHYThIE CHCTEMBI KaK TaKOBbIE He MOTYT CYIeCTBOBATD.

B HacTosmelt MOHOTpa(uH MOKa3aHO, 9TO COBPeMEHHbIE KnbepcrcTeMbl MHdycmpuu 4.0 He 061agaioT TpebyeMoit Ku-
Bepycmotiuubocimvio iutst LIEEBOTO (PYHKIIMOHUPOBAHHSA B Y CTIOBHSIX Pa3HOPOOHO-MAccoBbix kubepamax aNoy MBIIIEHHAKOB.
OCHOBHBIMU TIPUYMHAMM JTOTO SIBIIAFOTCA BBICOKAS CTPYKTYPHast U (DYHKIMOHAIBHAS CIIOKHOCTD KAGEPCHCTEM, [I0TEH-
[UATBHAS OTIACHOCTh UMEIOIIVXCS YA3BUMOCHIEE 1 «CHAWUX» ANNAPANIHO-NPOZPAMMHDbIX 3AKAA00K, 3 TAKKE HENOCTATOYHASA
3(bheKTUBHOCTD M3BECTHBIX MOJiENelt, METOLOB I CPencTB obecedeHus kubepbesonacHoctn {(anri. — Cyber Security), Ha-
nexxHocTH (aHTm. — Reliability) u otkazoycroirausocty (auri. — Response and Recovery). TIpennosxena HOBas TIOCTaHOBKA
3afiadu obecrIedeHus kKubepycrmotiyubocny B yCIOBUSIX Pa3HOPOTHO-MacCOBEIX KubepaTak, B KOTOPO# Opranusalus BOC-
CTaHOBJIEHUS! (PYHKIMOHMPOBaHUS KUOEPCHCTEM B XOfie IeCTPYKTHBHBIX IPOTPaMMHBIX BO3JNEHCTBHEN yHPEXIAeT
[pUBefieHHE K CYILECTBEHHBIM HIH KAaTacTPOHIeCKIM MOCIENCTBHAM. 3aMbIces obecriedeHyst Kubepy CTONYIMBOCTY 30€Ch
3aKJIF0YAETCs B TIPHIAHIH KHGEPCHCTeMaM CIIOCOOHOCTH BEIPAGaThIBATE UMMYHLeN K BO3MYITIEHUAM HPOLIECCOB BHIYHUC-
JIEHU# B yCHIOBUAX HECTPYKTUBHBIX BO3IEHCTBHII IO aHATOTUY ¢ UMMYHHOT CUCMEMOT] 3ALITATHI JXKWBOTO OPTaHU3Ma.

B MoHOTpadu# IpeNCTaBIeHO BO3MOXHOE PellieHie HayqHOI IIPO6IeMbl 0pzaHu3ayuu pabomst kpumutecku 8axnot
ungopmayuonnois ungpacmpyxmypus Undyempuu 4.0 ¢ mpebyemoii kubepycmoiiuubocmoio 6 ycnobusax panee neusbecm-
HblX PA3HOPOOHO-MaccoBuix Kubepamax 3noymuiunenHuxo8 Ha ocrobe unbapuarmo nodobus. Dta MoHOrpadus ABILETCA
HepBoit paGoTol 1o yIoMsHyTO# pobneMe. ITpu 3TOM OHA COTEPIKUT PE3YNBTATH He TOJIBKO Kaxecmbentozo, HO ¥ Ko-
nuecmBernoz0 N3YIEHUS KUOEPYCTOMYHBOCTH, ITO IO3BOJIMIIO BIIePBble OTKPHITh [IPeNe/bHbL 3akoH IPdexmubrocmu
obecreqenus kubepycroiauBocTy kubepcucreM Hudycmpuu 4.0. Tlo aToit npuanHe MOHOTpadusa NpecTaBIseT HECO-
MHEHHBIA TEOPETHUECKUI ¥ TIPAKTUYECKUHA HHTEPeC IS CIIENHATNCTOB B 06J1acTH KHOePHETHKY, KHOEPYCTONIUBOCTH
u nHGOPMAIMOHHO 6e30IIaCHOCTH.
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Cyber Resilience Industry 4.0: The scientific monograph / S. A. Petrenko — St. Petersburg: Publishing House Afina,
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Cyber resilience is the most important feature of any cyber system, especially during the transition to the sixth
technological stage and related Industry 4.0 technologies: Artificial Intelligence (Al), Cloud and foggy computing, 5G +,
IoT/IoT, Big Data and ETL, Q-computing, Blockchain, VR/AR, etc. We should even consider the cyber resilience as
a primary one, because the mentioned systems cannot exist without it. This monograph shows that modern Industry 4.0.
Cyber systems do not have the required cyber resilience for targeted performance under heterogeneous mass intruder cy-
ber-attacks.

The main reasons include a high cyber system structural and functional complexity, a potential danger of existing vul-
nerabilities and «sleep» hardware and software tabs, as well as an inadequate efficiency of modern models, methods, and
tools to ensure cyber security, reliability, response and recovery. A new formulation of the cyber resilience problem under het-
erogeneous mass cyber-attacks is proposed, in which the cyber system performance recovery in destructive software impacts
prevents significant or catastrophic consequences. Here, the idea of ensuring the cyber resilience is to give the cyber systems
the ability to develop immunity to disturbances of the computational processes under destructive influences, by analogy
with the immune system protecting a living organism.

The key research results on the scientific problem of cyber resilience of critical information infrastructure in the previously
unknown heterogeneous mass intruder cyber-attacks based on similarity invariants are presented. It is essential that the obtained
results significantly complement the well-known practices and recommendations of ISO 22301, MITRE PR 15-1334 and
NIST SP 800-1601in terms of developing quantitative metrics and cyber resistance measures. This makes it possible for the first
time to discover and formally present the ultimate efficiency law of cyber resilience of modern Industry 4.0 systems under
increasing security threats. For this reason, the monograph performs the undoubted theoretical and practical interest for cy-
bernetics, cyber resilience and information security specialists.
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