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KuGepummynonorus [or zpeu. koBepviitko’l ~ pyneBofr, KOPMUME, JIAT. immunis — CBOOOIHBIH, M36aBICHHDLHA
1 Tped. AGYog — ydeHHe] — 5TO CPaBHUTEIBHO HOBAasA HAYKA 00 00WUX 3aKOHOMEPHOCHSX opmupobarus, HAKONeHUs
4 npumenenus xubepummyHumema IO npoaxkmubuoil (ynpexdaroujeil) 3aIGMTBI COBPEMEHHBIX KHOePHHIUTECKHX
CHCTeM OT KaTacTpodUUeCKUX MOCIeACTBHI Kubeparak. 3pech 1o xubepgusuveckoii cucmemoii { Cyber-Physical Sys-
tem, CPS) nouumaeTcs HEKOTOpPas COBOKYyNHOCTs UHTepHera monett (Internet of People), MiHTepnera Bement (Internet
of Things) u Uutepuera cepsucos (Internet of Services) co cB43sSMU 1O YIIPaBIEHAIO ¥ 110 TAHHBIM MEX/Iy HUMU. A 1TOfT
KUbepUMMyHUMemMoM TIOHAMaeTcs onpenenennas Hebocnpuumuubocms kubephH3UTeCKMX CHCTEM K JeCTPYKTHBHBIM
nHGOPMAIMOHHO-TEXHAIECKUM  BO3EHCTBHAM (KaKk M3BeCTHBIM, TaK M HEM3BeCTHRIM panee). Haspanmnas
neBocnpuumuubocms HOCTUTAETCS TIYTEM CAMOKOHMPONS, Ouaznocupobanust u camoboccmanobnerus Knbeppusmaeckux
CHUCTEM TI0 AHAJIOTHH € KTI0YeBBIMH IPOIIeCCaMy MMMYHHOM CHCTEMBI 3aIl[UThI )KUBOTO OPraHu3Ma.

B Hacrosmieit MOHOTpadMH IMPeLCTABIEHO BO3MOXHOE pellleHWe HayYHO-TEXHHIECKOH NpobiaeMbl NpUiaHUA
coBpemenivim Kubepduzueckum cucmemam umMMmyHumema 015 ynpexoeHus kamacmpogpuueckux nocnedcmbuti kubepamax
anoympiuisiernuxob, [Ipu 510M BIIEpBBIE PACCMOTPEHBI HOBBIE BOIIPOCHI CARMOKOHTPO/SA H CAMOBOCCTAHOBIEHUS YIIOMS-~
HYTbIX CHCTEM B YCJIOBHSX POCTa yrpo3 bezonacHoct. MoHOTpadus COTePKUT Pe3yNbTAaThI He TOJIBKO Kauecmbenrozo,
HO U KONUMECMBenH020 U3Y4eHUS 3AKOHOMEPHOCIIEN GOPMUPOBAHUR, HAKONTEHUS U NPUMEHEHIS KubepuMMyHUmema. DTo
MO3BOJIMIIO OTKPHITh NPEAebHBIN 3aKOH 9(h(eKTUBHOCTA 0becnedeHUs XKUOepOe30NacHOCTH M KAOepYCTOHIHBOCTH
naszbannvix cucmem. CylleCTBEHHO, YTO IMONYYeHHBbIE HayYHblE PE3YNbTAThI JAI¥ BO3MOXXHOCTL CIPOEKTHPOBATh
flepBble ONBITHHIE O0pasnbl MPOrPAMMHO-ANNAPATHBIX KOMIUIEKCOB MMMYHHOH 3aIUTHI KPHTHYECKH BAKHOMH
uHGOPMALMORHON HEPPACTPYKTYpsl MHIycTpun 4.0, KOTOpbIe IO CBOMM TAKTHKO-TEXHHYECKUM XapaKTePHCTHKAM He
TOJIBKO He YCTYTAKT, HO B Psifie CIyYaeB U NPEeBOCXONAT H3BECTHBIE PEILICHMs BENYIIUX 3apyOeKHbIX IPOHIBORUTENEH
cpencTB samuThr nadOpManyy, B ToM uncie Darktrace, Cynet, FireEye, Check Point, Symantec, Sophos, Fortinet, Cylance,
Vectra w np. T1o aTo# npu4mtie MOHOTrpadust TpeACTaBIIseT HECOMHEHHBIH TEOPETUIECKUH H NPAaKTHIeCKHH HATEPEC s
CIIENUANUCTOB B 06aCTH KOMIBIOTEPHEIX HayK, KUOEpy CTOMYUBOCTH ¥ HHPOPMANUOHHOMH 6€30IIaCHOCTH.
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Cyber Immunology [from the Greek. kvBepvntko’( - helmsman, lat. immunis - free, riddled and Greek. Adyoc -
doctrine] is a relatively new science about the general patterns of formation, accumulation and use of Cyber Immunity
for proactive protection of modern Cyber Physical Systems from the catastrophic consequences of cyber attacks.
Here, a Cyber-Physical System (CPS) is understood as a certain set of the Internet of People, the Internet of Things
and the Internet of Services with control and data links between them. And Cyber Immunity is understood as a certain
immunity of Cyber Physical Systems to destructive information and technical influences (both known and previously
unknown). In this case, the named immunity is achieved through self-control, diagnosis and self-healing of Cyber
Physical Systems by analogy with the key processes of the immune defense system of a living organism.

This monograph presents a possible solution to the scientific and technical problem of imparting immunity to modern
cyber-physical systems in order to forestall the catastrophic consequences of cyber attacks by cybercriminals. At the
same time, for the first time, new issues of self-control and self-healing of the mentioned systems are considered in the
context of growing security threats. The monograph contains the results of not only a qualitative, but also a quantitative
study of the patterns of formation, accumulation and use of Cyber Immunity. This made it possible for the first time
to discover the ultimate law of the effectiveness of ensuring Cybersecurity and Cyber resilience of these systems. It is
significant that the scientific results obtained made it possible to design the first prototypes of software and hardware
complexes for the immune protection of the critical information infrastructure of Industry 4.0, which, in terms of their
tactical and technical characteristics, not only are not inferior, but in some cases even surpass the well-known solutions
of leading foreign manufacturers of information security, including, Darktrace, Cynet, FireEye, Check Point, Symantec,
Sophos, Fortinet, Cylance, Vectra, etc. For this reason, the monograph is of undoubted theoretical and practical interest
for specialists in the field of Computer Science, Cyber Resilience and Information Security.
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