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instrument engineering

V.Bykov

Internet of Things, most interesting
has just begun!
|.Kucheryavyy

High purity supply systems
for high-tech industries
A Kraatz

Modular systems
for thin-film technology
JW.Larsen

Military and space
technology

Hardware Trojans. Part3:

methods for prevention and detection
E.Kuznetsov, A.Saurov

In the third part of a series of articles devoted to
Hardware Trojans the most effective methods to prevent
and to detect them are considered.
Keywords: hardware Trojan, hardware backdoor,

integrated circuit

Frequency synthesizer for 5521 gate array family
PVolobuev

A frequency synthesizer IP core for 5521 gate array
family is described. The functional structure

of the IP core, the design and performance

concepts of certain sub blocks

are presented.

Keywords: IP core, gate array, frequency synthesizer,
phase-locked loop

Common methodological approach to evaluation
of radiation resistance of gate arrays and
semicustom very large scale ICs based on them
Yu.Moskovskaya

The common methodological approach to the evaluation of
radiation resistance of gate arrays and semicustom very large
scale ICs based on them is developed and substantiated. The
main features of ICs based on the gate arrays in relation to the
objectives of ensuring and evaluation of their radiation resistance
are analyzed, the dominant radiation effects in ICs are summarized.
Keywords: gate array, integrated circuit,

radiation resistance

Composition and principle of formation of standard
evaluation circuit as simulator of gate arrays and
semicustom very large scale IC based on them

for radiation tests

Yu.Moskovskaya, R.Fedorov, A.Denisov,

D.Bobrovskiy, A.Ulanova, A.Nikiforov

The paper analyzes the main features and shortcomings of the
existing system for ensuring radiation resistance of very large scale
ICs based on gate arrays through the development and testing
of the generic evaluation circuit (GEC). Itis proposed to include
all of the basic library elements into the structure of GEC. Itis
also proposed to maximally unify the GEC for characterization of
gate arrays and control of batches of wafers, analysis of features
of control of technology stability and estimation of radiation
resistance of the working firmware based on test results of GEC.
Keywords: gate array, integrated circuit,

radiation resistance
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KomMneTreHTHOE MHEeHUue
Poccuitckuin nupep MUpOBOro Hay4HOTO
npubopoCTPOeHUs

B.bbiKog

WHTepHeT BelLen: camoe MHTepecHoe
TONbKO HAYUHaeTcs!
W.KyMepsgbiti

CucTembl Noaa4m YUCTbIX )KMAKO(TE!;I
1 ra3oB A1 BbICOKOTEXHONOMYHbIX OTDBUIEM

AKpaamy,

MogaynbHoe obopyoBaHue AN HaHeceHUs
TOHKOM/IEHO4YHbIX I'IOKprTMM
1B lapcen

BoeHHble u KocMUu4yeckue
TexHo/iormm

AnnaparHble TPosiHbl. 4acTb 3:

Cnocobbl npeaynpexzaeHns U 06HapyKeHus

EKy3Hewos, A.Caypos

B TpeTbeit 4acTi Lnkna 0630pHbIX CTaTer paccMOTpeHbl Hanbonee
[eiCTBEHHbIE COCOBbLI MPeyNpexXaeHns 1 0BHapyKeHnd anna-
PATHbIX 3aKN3A0K B MHTErP/IbHLIX OXeMaX — annapaTHbIX TPOSHOB.
Karovesble caoea: annapamwas 3akaadka, KubepesonacHocm,
LHMe2panbHas Cxema, annapambill Mpos

CuHTe3aTOop YacToT AN 6a30B0r0 KpUCTanna cepum 5521
I Bototyes

PaccmMOTPeH CNOXHO-(YHKLMOHAbHbIV BI0K CUHTE3aTopa YacTor,
KOTOPbIA NPeHa3Ha4eH A9 MPUMEHEHMS B COCTaBE MUKPOOXEM,
pa3pabarblBaeMbIX Ha OCHOBE 6A30BLIX KPUCTINOB Cepun 5521.
Onucana ero CTpyKTypa, 0C06eHHOCTY OTAENbHBIX GYHKLMOHL-
HbIX G/10KOB.

Kntouesbie caoga: CO-6rok, 6asoeblLi Kpucmana, curmeamop 4acmon,
Bazosast agmonodcmpoLika 4acmombl

O6LLMI METOANYECKUIA NOAXOA K OLLEHKE

PaaLIMOHHON CTOMKOCTU BMK

1 nony3akasHbix BUC Ha ux ocHoe

tO.Mockoeckast

Pa3paboTaH 1 060CHOBaH 6LV METOANHECKIN NOAXOA K OLieHKe
paauaLmMoHHom cToikocti BMK 1 nony3akasHbix bAC Ha ux
0CHOBe. [1poaHaM31MPOBAHbLI OCHOBHbIE 0COBeHHOCTM BUC Ha
BMK B 4acTy 3334 06ecreyeHns v OLEHKI X PAMALIMOHHON
CTOVKOCTI, 06061LLIEHbI AOMUHVPYIOLLVE PAAVALIMOHHbIE IdeKTbl
8 6MCHa bMK.

Karouesbie cnosa: 6a308bILi KpUCMam, UHMe2parbHasl cxema,
paduayuUoHHas cmoukocms

CocTas v NpUHLMN GOPMUPOBAHUS TUNOBOM
OLIeHOYHOM CXeMbl KaK umuTatopa BMK

1 nony3akasHbix BUC Ha X 0CHOBE Ans 33134

PaAMALMOHHBIX UCTbITAHNN

FO.Mockosckasi, P®edopos, A LieHuicos,
[1.bobposckut, A Yraroea, A. Hukudopos

TpoaHa/31POBAHbI OCHOBHbIE 0COBEHHOCT Y HEAOCTATKN
(YLL{eCTBytOLLIeV CUCTeMbI 0becrieseHs TPeboBaHHI PAMALIMOHHOM
CTOMKOCTV 419 nONY3aKkasHbix bIAC Ha ocHoe BMK nyTem paspaborku u
UCMbITaHWIA TUNOBOIA OLIEHOYHON OxeMbl (TOC). MPeIoXeH0 BKAKOYATh
B cocTaB TOC Be 6a30Bble HONMOTENHbIe InemeHTbI. MpesaraeTcs
MaKCIM/IbHO YHIMLMPOBATL TOC 419 3334 XapaKTepu3aLmm

BMK vt KOHTPONS NAPTW MNIACTUH, aHaM3a 0COBEHHOCTEV KOHTPONS
CTabMALHOCTV TEXNPOLLECCA M OLIEHKY PAAMALIMOHHOM CTOMKOCTI
PabOo4IX 3aLUMBOK NO pe3yNbTaTaM UCMbITaHMATOC.

Karouegble cnoea: 6a306bIL1 KDUCTAM, LHMe2panbHas oxema,
PacUauLOHHas CmouKocmb
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Control and measurement

Early detection of viruses and bacteria

using methods of nanotechnology

A Akhmetova, | Yaminsky

Modem nanotechnology opens up new effective ways of early
detection of viral and bacterial infections. This paper presents
two related methods based on the use of scanning probe
microscopes and piezoelectric biochips.

Keywords: scanning probe microscopy, flow-through liquid cell
biochip

Nanotechnology

High-efficient nanotechnology

and equipment for environmental

recycling and water treatment

B.Paviov

Up-to-date developments of Russian companies and their
foreign partners allow to bring to market high-performance
equipment for processing of all types of waste and water
treatment based on nanotechnologies and nanomaterials.
This equipment, combined with smart technology, allow to
create the highly competitive cognitive systems that meet
environmental requirements of the Russian legislation.
Keywords: waste treatment, high temperature mefting-gasification,
electrochemical activation

Low noise amplifier based on 0.18 pm
silicon-on-insulator technology

D.Koptsev, O.Kuznetsova, N Shelepin

Experimental study of implementation of the LNA based

on 0.18 pm CMOS SOI technology is conducted. The
advantages of the SOI technology for the manufacture of
microwave IC are discussed. LNA with six levels of aluminum
metallization, has been designed and manufactured using
CMOS SO technology.

Keywords: integrated circuit, low noise amplifier, SOI

Optimization of water treatment

for nanotechnology industry

V.Curevich, O.Rozental

The paper describes the technique of reducing production
losses related to the variability and uncertainties in the
instrumental evaluation of controllable

parameters of water.

Keywords: water treatment, experiment planning

Equipment for nanoindustry

3D positioning systems in precise

processing of materials

A Akhmetova, Yu.Belov, G.Meshkov, | Yaminsky

The development of scanning probe microscopy has allowed
to solve a number of complex tasks of moving and handling
of objects with nanometer precision. This possibility is

in demand in the modern areas of precision

materials processing.

Keywords: scanning probe microscope,

compact machining complex
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KoHTpo/sb 1 nsmepeHus

PaHHee 06Hapy)XeHe BUpYCOB U HaKTepuiA

C UCNONb30BAHWUEM METOA0B HAHOTEXHONOMUiA

A Axmemoea, V. SIMUHCKuU

HaHOTEXHONOr MM OTKPLIBAKOT HOBbIE NYTY PaHHErD 06HAPyXeHMs
BPYCHbIX M BaKTEPUANIbHBIX MHEKLMI. PeacTaBneHbl ABa
POACTBEHHbIX METOA], OCHOBAHHIX Ha NPUMEHeHM CKaHMPYHOLLVX
30H[30BbIX MUKPOCKOMOB 1 Nbe30Kepamm4eckvix 6104nos.
Kntouesble cnoa: CKaHUPyHOLLLIL 30HA08bIL MUKDOCKON, NPOMO4HAST
XUGKOCMHAA s4etika, uoyun

HaHoTexHonorum

Bbicoko3¢$peKTUBHbIE HAHOTEXHONOT UK

1 060pyaoBaHue B chepe 3KON0r4ecKon
nepepaboTK1 OTXOA0B U OYUCTKM BOAbI

b.MNasnos

Pa3paboTKy POCCUCKIX KOMMAHM 1 X 3apyOeXHbIX NapTHepoB
NO3BONSIOT CO31ABATb BbICOKOIPEKTMBHOE 060PYAOBAHMeE MO
nepepaboTKe BCeX BUZOB OTXOA0B W 04YUCTKE BOAbI, CO3AHHOE
Ha OCHOBE HAHOTEXHONOT WA M HAHOMATepUan0B. [JaHHoe
060py/0BaHMe N03BONSET C034ABATH BbICOKOKOHKYPEHTHbIE
KOTHUTMBHbIE CUCTEMbI, OTBEHIOLLYE 3KONOTUYECKUM
TPe6OBAHMSM POCCUIACKOMD 3aKOHOAATENLCTBA.

Kato4egble caoea: nepepabomka omxodos, 8bicokomemnepamypHas
NAGBSLLS 203UUKALLS, AKITIPOXUMUYECKAs aKmueauLs

ManowymsaLLmn yCUAKTENb NO TEXHONOTUU KPeMHUI-
Ha-u3ongTope C Tononornyeckumu Hopmamu 0,18 Mk
[ .Konues, O.Ky3Hevo8a, H.LLenenun

[poBe/eHO 3KCNepUMeHTa/IbHOe UCUIEL0BAHIe BO3MOXHOCTU
peanmn3auim MLLY Ha ocHose KMOT KHIA-TexHonorum ¢ Hopmamu
0,18 Mkm. Paccmarpusaiotcs npevmyiiectsa KHIA-TexHonormm
s wroToeneus CBY C. Paspabotan 1 rotosnex MLLY ¢
ncnonb3oBaHmem KMOM KHIA-TexHOM0r M, UMeroLLen LecTb
YPOBHE A/IOMUHVEBOI METNM3ALMM.

Karouesble caoea: LiHMe2parbHas oxema, MaroLLymaL4uLl yeuaumens, KHA

OnTUMU3ALMS PEKUMOB BOAOMNOATOTOBKM

A5t HAHOMHAYCTPUK

B.Iypesuy, O.PoseHmans

B pabote npesyioxeHa MeToAMKA CHKEHNS
MPOM3BOACTBEHHIX NOTEPb, CB3aHHDIX C BAPMAORNILHOCTBIO W
HETOYHOCTBHO MHCTPYMEHTAIbHON OLEHKW KOHTPOAMPYEMbIX
noKasarenen Bofbl.

Knrouegble caoea: 8000r10020mOoBKa, MAGHUIPOBaHLIE KCNEpUMEHMA

O6opyaoBaHue a1 HAHOUHAYCTPUKN
Cucrembl 3D-N03ULMOHNPOBAHNS

B TOYHOM 06paboTKe MaTep1asios

A Axvemosa, KO.5enos, I Mewkos, . SmuHckul
Pa3BuTVe TeXHIKY CKAHVPYHOLLeA 30HA0BOM MUKPOCKOMUN
N03BOAVNO PELLMTL PSIEL UTOXKHDIX 33134 N0 MepemeLLieHu IO
11 06paboTKe 06LEKTOB C HAHOMETPOBOW TOYHOCTLHO. Takas
BO3MOXHOCTL BOCTPeOOBaHa B COBPEMeHHbIX 061acTsiX
Npe31oHHON 06paboTKy MaTepUanos.

Karouesbie croea: CKaHUpYHOLLLIL 30HO08bILI MUKPOCKON,
Mano2abapumHbIL 06pabamblBaIOLLLIL KOMNAEKC

CNUCOK PEKTAMOJATENEN
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